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WHAT

3

Application Access Controls is a process 

whereby access to SCL owned or managed 

applications is appropriately monitored and 

updated for staff position changes or 

terminations.



WHY

Protect sensitive 

information and reduce the 

risk of data breaches, 

unauthorized data 

manipulation, potential 

security threats or 

breaches

Comply with laws such as 
FERPA, HIPAA, PCI, 

GPRD

SCL Systems Access 

Controls Audit to make 

sure that only current 

Cornell staff members 

have active accounts with 

appropriate levels of 

access



WHERE
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User account information is loaded into the 

SCL Compliance Tracking Application.

Employment status data is imported from a 

Workday feed. 



WHEN
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User account information is refreshed each semester. 

Employee status data is refreshed nightly. 

TDX tickets are generated when employment status 

changes for an individual.



POLICY & PROCEDURE

• University Policy 4.12 Data Stewardship 
and Custodianship

• SCL Application Access Control Policy & 
Procedure

https://policy.cornell.edu/policy-library/data-stewardship-and-custodianship
https://policy.cornell.edu/policy-library/data-stewardship-and-custodianship
https://confluence.cornell.edu/display/SCLIC/SCL+Applications+Access+Controls%E2%80%8B
https://confluence.cornell.edu/display/SCLIC/SCL+Applications+Access+Controls%E2%80%8B


Role of Application 
Administrator

• Confirm access needs through 
timely responses to TDX tickets.

• Upload user account list upon 
request. 

• Remove user accounts when no 
longer needed.

Role of Manager



HOW THE PROCESS WILL WORK

SSIT maintains
database of 
applications, 
System 
Owners, and 
Application 
Administrators ​.

Application 
Administrators
upload user 
list, upon 
request. 
(2x/year)

3

4 5

TDX ticket 
closes or 
is moved to
Application 
Administrator, 
who removes 
access to 
application and 
confirms that 
account has 
been 
deprovisioned.1

2

HR data flags 
records 
for employees
with a change 
in status.

SCL 
Compliance 
reviews 
changes and 
generates TDX 
tickets.

TDX ticket 
sent to 
manager, who 
confirms 
access needs.



STEP 2
FALL 2024 DEADLINE: WEDNESDAY, 12/4

SSIT maintains 
database of 
applications, 
System 
Owners, and 
Application 
Administrators.

Application 
Administrators
upload user 
list, upon 
request. 
(2x/year)

3

4 5

TDX ticket closes 
or is moved to 
Application 
Administrator, 
who removes 
access to 
application and 
confirms that 
account has 
been 
deprovisioned.1

2

HR data flags 
records 
for employees
with a change 
in status.

SCL 
Compliance 
reviews 
changes and 
generates TDX 
tickets.

TDX ticket 
sent to 
manager, who 
confirms 
access needs.



1. Access 
database through link 
included in request 
email.

compliance-tracking.scl.cornell.edu/welcome

2. Select application

APPLICATION 
ADMINISTRATOR 

RESPONSIBILITIES

https://compliance-tracking.scl.cornell.edu/welcome


1. Acknowledge and agree to 
SCL Application Access 
Control Policy and 
Procedure included in 
request email.

2. Upload CSV File with a 
single 'email', 'netid', or 
'emplid' column of all 
application users.

APPLICATION 
ADMINISTRATOR 
RESPONSIBILITIES



• An error message will 
appear if your list includes 
an invalid 'email', 'netid', or 
'emplid'.

Confirm employee access needs 
by removing users no longer 
needing access before attempting 
to upload user list.

APPLICATION 
ADMINISTRATOR 

RESPONSIBILITIES



STEP 3

SSIT maintains 
database of 
applications, 
System Owners, 
and Application 
Administrators.

Application 
Administrators
upload user 
list, upon 
request. 
(2x/year)

3

4 5

TDX ticket 
closes or 
is moved to 
Application 
Administrator, 
who removes 
access to 
application and 
confirms that 
account has 
been 
deprovisioned.1

2

HR data flags 
records 
for employees
with a change 
in status.

SCL 
Compliance 
reviews 
changes and 
generates TDX 
tickets.

TDX ticket 
sent to 
manager, who 
confirms 
access needs.



STEP 4

SSIT maintains 
database of 
applications, 
System 
Owners, and 
Application 
Administrators.

Application 
Administrators
upload user 
list, upon 
request. 
(2x/year)

3

4 5

TDX ticket 
closes or 
is moved to 
Application 
Administrator, 
who removes 
access to 
application and 
confirms that 
account has 
been 
deprovisioned.1

2

HR data flags 
records 
for employees
with a change 
in status.

SCL 
Compliance 
reviews 
changes and 
generates TDX 
tickets.

TDX ticket 
sent to 
manager, who 
confirms 
access needs.



ROLE OF

MANAGER

Review change in employment status by selecting link.



ROLE OF

MANAGER

Review change in employment status by 
selecting link.



Confirm access needs.

MANAGER 
RESPONSIBILITIES



STEP 5

SSIT maintains 
database of 
applications, 
System Owners, 
and Application 
Administrators.

Application 
Administrators
upload user 
list, upon 
request. 
(2x/year)

3

4 5

TDX ticket 
closes or 
is moved to 
Application 
Administrator, 
who removes 
access to 
application and 
confirms that 
account has 
been 
deprovisioned.1

2

HR data flags 
records 
for employees
with a change 
in status.

SCL 
Compliance 
reviews 
changes and 
generates TDX 
tickets.

TDX ticket 
sent to 
manager, who 
confirms 
access needs.



ROLE OF

APPLICATION ADMINISTRATOR

Remove account and select Mark 
Complete.



SCL Compliance website 

(https://confluence.cornell.edu/display/SCLIC/S
CL+Applications+Access+Controls)

SCL Compliance Team Email 
(sclcompliance@cornell.edu)

Resources

https://confluence.cornell.edu/display/SCLIC/SCL+Applications+Access+Controls
https://confluence.cornell.edu/display/SCLIC/SCL+Applications+Access+Controls
https://confluence.cornell.edu/display/SCLIC/SCL+Applications+Access+Controls
mailto:sclcomlpiance@cornell.edu
mailto:sclcompliance@cornell.edu


THANK YOU
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