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Project Description

We have had a long-standing need, enshrined in multiple high-risk Audit findings, to generate database activity logs and monitor them for signs of attack or other unauthorized activity.  The overriding goal of this project is to better understand and mitigate the risks to our database environment.  To do so, we intend to deploy a commercial database security appliance.

This device would:

· Gather, analyze, and store database and application activity logs, both for real-time alerting and subsequent investigation should the need arise.

· Provide application security intelligence, particularly around database security events and attacks as they pertain to the Peoplesoft and Kuali environment.

· Detect a wide variety of attacks, emanating from the Internet, our Web applications, and the database environment itself.

· Provide roles-based alerting on security events.

· Augment the database security assessment capabilities provided by existing tools such as Oracle GRID and NGS.

· Catalog databases storing confidential data so that appropriate protections can be made, as guided by university policy and industry best practices.

Business Case
We have a clear need to understand and mitigate the threats posed to our database environments.  However, current database logging capabilities are limited by performance, storage, analysis, and application intelligence.  A database monitoring appliance of the sort we request is specifically designed to gather detailed audit trails including the correlation of application and database interaction.  In turn, those would be used for security event alerting and post hoc investigations.  

An alternative considered and rejected was the creation of these capabilities through a custom software development project internal to CIT.  We could conceivably increase our database and application logging, consolidate those logs, and develop software to search for and report on security events.  This avenue was rejected on the basis of:

· Untested performance impact to production databases.  On the basis of environments that have chosen to greatly increase database audit logging, that performance impact is believed to be severe.

· The custom software application would need to correlate multiple log sources using nothing more than chronology.  In heavily used environments, this approach would be highly error prone.

· To obtain maximum value, the application would need to be endowed with an understanding of Peoplesoft, Kuali, or other sensitive application.  This would seem to be an area where a commercial solution would strive to be competitive and, therefore, be more accurate and more useful.

· The application would require ongoing maintenance to remain abreast of the current threat landscape.  Again, commercial competitiveness is an advantage that favors our proposed solution.

· Integration with existing alerting systems is a vital feature of such a solution.  Custom development would have to take this into account, increasing the scope, time, and expense of the effort.

Taken together we believe an in-house project to achieve our goals would be vastly more expensive, both in initial outlay and in long-term maintenance, than acquiring a commercial device.  This is an area where an industry-wide need and highly competitive market create efficiencies we could not duplicate at Cornell.
Cost/Benefit Analysis

What savings or efficiencies will be gained by what units?  What is the anticipated “implementation” or “one-time” cost to complete the project (including reallocated resources and any out-of-pocket expenses)?  What are the anticipated “ongoing” costs that will follow the project?

We are presented with a need to mitigate the risks posed to our database infrastructure.  The consequences to the university include operational disruption, data breach, financial and reputational losses.  To provide the level of monitoring outlined in the Audit finding, we may either acquire a commercial technology or attempt to duplicate its functionality with an in-house development project.

Developing a similarly capable technology using existing personnel resources would likely take a total of 3 FTE-year.  This includes effort from security engineering, systems engineering, and the DBA group to initialize and interpret logs (time taken from other DBA priorities such as Workday and KFS), plus a small amount of network engineering time.  Additionally, we would need to acquire a system to store and analyze the resulting logs.  

An initial cost of custom development, including both personnel and computers, in excess of $300000 is a reasonable estimate.   Ongoing costs include 0.5 FTE/year for maintenance, reporting, algorithm improvement, tuning, and other duties associated with a custom application.

On the other hand, a commercial appliance can be acquired for $150000, including all applicable licenses, specialty network electronics, storage, and professional services to speed deployment.  Personnel resources of 0.5FTE-year should be sufficient to deploy and tune the device.  Ongoing costs of 0.25 FTE/year for support, troubleshooting, and maintenance should be included in this estimate.
  Hardware maintenance, license renewals, and other ongoing costs for the commercial solution are likely to be $25000 per year.
Comparing the two alternatives, the commercial solution saves roughly $100000 and 2 FTE of highly-booked DBA resources for implementation, and 0.25 FTE/year for ongoing maintenance.
Solution Analysis
Describe the proposed solution and approach. Will this be a single project or multiple phases? Will it be using an existing solution, subscribing to a software service, purchasing off-the-shelf, customizing, off-shore, or custom-build?  Are there other similar solutions already in use at Cornell?
Two vendors are able to meet the basic technical requirements and, to varying degrees, more advanced requirements: Imperva and Guardium.  The latter has a slight technical edge in our environment, owing to a more flexible, agent-based architecture.  

These devices are sold either as a physical or soft (i.e., virtual machine) appliance we would attach to the campus network at a suitable point.  There, it would gather network traffic, receive logs from databases, aggregate and analyze them, and generate alerts.  Any appliance deployment will naturally involve instrumenting the database environment through software agents, insuring appropriate logs are collected, and tuning the device.   Overall, we believe very little customization will be need and almost none of it will involve the creation of custom software.

We see the project as having an initial pilot-to-production phase followed by a service expansion phase.  The budgeted amount should be sufficient to cover both phases.

Initially we’d identify databases holding confidential or highly sensitive data, instrument those under the advice of the vendor, and begin data collection and monitoring.  This initial pilot would lead to the development of accurate algorithms, alerting methods, and response procedures.  Further, it would allow us to assign the appropriate operational roles to various parties such as the IT Security Office, DBAs, and the network operations center. 

Once the device is established and was have developed a sense of storage requirements, scaling methods (i.e., how do we grow?), and operational alerting for various constituencies, we would then move to the second phase of the project.
  This would be an expansion in monitoring and logging capacity to encompass more database environments in the server farm, including the database hosting environment and database-dependent environments such as LAMP or Sharepoint. 

User Case

Describe the primary user groups and size of these groups. Role of primary user groups in project definition, scope and implementation. Degree of required change in work process/user experience. Degree of required change in culture/responsibility of users.

We anticipate several groups will be involved in the initial deployment, configuration, and tuning of the device
:

1. Security Engineering (0.25 FTE-ongoing) will ultimately own the appliance and the service built around it.  We will guide incident response, connections to our security event and incident monitoring (SEIM) appliance, etc.

2. Systems Engineering (0.1 FTE-6 months) may be needed to assist wherever a software agent is required to achieve the potential of the appliance.   They may also be required to help configure a centralized alerting approach through existing server farm monitoring systems.

3. The Database Administrators (0.2 FTE-six months, <0.1 FTE ongoing) will be needed to guide us on database architecture, location of certain types of data or applications, assist in tuning and interpretation of results, etc.

4. Network Engineering (0.1 FTE, one month) will be required to advise on and, possibly, ultimately implement appropriate network environments where the security appliance can observe database network traffic.

5. The Network Operations Center (0.1 FTE ongoing) may be called upon to help develop and respond to alerts generated by the security appliance.

We believe the service has at least the following three roles/constituencies:

1. The IT Security Office will administer the appliance, work with DBAs to develop algorithms, attack detection, and other sentries, control accounts and roles assignment, and generally function as service provider to the next two roles.

2. Database administrators may need to use the appliance for diagnostics, troubleshooting, and the like.  Further, they may want to create or subscribe to automatic alerts around certain activities or high-value database objects.  This role would be, compartmentalized as separation of duties dictates, a consumer of the appliance’s functions but be unable to modify or tamper with its logs or configuration.

3. The Network Operations Center or other security operations function would be a consumer of alerts and would react to them according to written procedures.  They would not be able to modify the logs or configuration of the appliance nor, in most cases, be able to see the raw data it collects.

This represents an expansion of the incident response role already held by Security Engineering.  It also represents a more expansive toolkit than the DBAs current have, as well as an increased responsibility to advise the IT security office on security event detection

.  These are the only predicted changes in responsibility.
This solution would be used to monitor databases in the centrally managed server environment (i.e, the server farm).  Were an expansion necessary, either to distributed database environments or the cloud, a separate project and budget allocation would be required.
Technical Case

What systems will need to be interfaced with and what are the implications? Will this be a system of record for any information?  How mature is the technology?  How near end of life is the technology?  What expertise do we have in using this technology in production settings?

This system will interface with various machines that function as database servers, including the data warehouses, databases behind Peoplesoft applications, those for the DB hosting environment, and possibly LAMP.  Further, it will interface with Web servers that provide the customer application software to many of our systems.  The interface takes the form of a small software agent that gathers the required log information and forwards it to the security appliance for storage and evaluation.  

The vendors assure us that the performance overhead of these agents is small (<5%) and far smaller than accomplishing the same with the native logging capabilities of our database software.  It should be noted that this is an unaccounted performance drain with possibly negative consequences for database and Web application responsiveness under load.  Further, resolving performance crises caused by the agent may force us to forego adequate logging.

As no such logs are now being kept, this appliance will be the system of record for database activity logs.  At least one of our vendor finalists, Guardium, is able to automatically archive log data to our backup system and do so in a tamper-proof format.  

This is a tested technology and first emerged in response to financial regulations and log retention requirements nearly ten years ago.  One of our vendor finalists has been in the market for over seven years and is on its fourth generation of these appliances.  Guardium has been bought by 
a large, stable company (IBM
).  Given the industry-wide emphasis on tamper resistant audit logs, driven by financial and healthcare regulation and PCI, we anticipate these technologies will be available for the foreseeable future.

At present, we have no practical expertise with this device in our environment.  However, we do have experience with a commercial security event and incident management (SEIM), which operates in a generically similar manner.

Risks and Mitigating Controls

What are the risks that this project faces?  What are the risks that the institution would be taking on to complete this project?  What will be done to mitigate those risks?

We currently have high-risk Audit findings around database logging and monitoring.  Were this project to fail, due to lack of approval or funding, or technology inadequacy (unable to work in our environment, nonfunctional software, database or Web technologies unfamiliar to it, etc), we may be forced to resort to a custom software development project to accomplish these goals.  

The failure of either effort would leave us with almost zero visibility into threats to university data and reputation caused by Internet attackers, poorly written or secured applications, or malicious insiders.

To insure maximum likelihood of success, we propose to review our initial screen of vendors, reassure ourselves that the two finalists offer the best combination of features, then bring both to campus for a technical demonstration.  By implementing real appliances against a realistic sampling of test databases and Web applications, we can exclude the possibility of technological inadequacy with high confidence.  Further, the evaluation effort will give us valuable insight into the architecture of such a log collection system should we ultimately be forced to seek approval to build a similar capability in-house.
Desired Timeline & Major Milestones

What is the desired timeline for starting this project and how long is this project estimated to take?  Are there time factors that drive the start or completion of the project (e.g. project must complete before the start of the fiscal/academic year)?
Given the Audit finding, we would like to begin this project as soon as possible, ideally having selected a preferred vendor by 30 September 2011.  At that point, we expect acquisition, deployment, tuning, and service development as outlined in our proposed pilot, to be completed in six months (i.e, 31 March 2012).  Expansion to include other database environments would follow in another six to twelve months (i.e, no later than 31 March 2013).  
Sourcing Strategies

What are the expected funding sources? What departments and technical groups/clusters need to provide staff to complete the project? (A high-level FTE estimate for each will be needed for scheduling) Will outsourcing be required?

For staff contributions, please see previous section.  We do anticipate the need for professional services supplied by the vendor, on the order of 20 hours on site.  Those costs are included in the estimated project costs, above.
�How about ongoing vendor maintenance fees?  Estimate the customary twenty percent?


� Is this phase two covered in your resource estimates?  If so, say so.  If not, give some sort of guesstimate for phase two.


�I suspect the canned sentries will provide us enough security value for the rollout.  This has been a strong market niche for these guys for many years.


�How comfortable are you with the resource estimates for SecEngr & DBA contributions to initial deployment?  Why do you think we will need little customization?  The data making project brought some surprises in this regard.


� Why “increased”?  Wouldn’t the security event alerts be coming to SecEngr?


�We won’t be consulting with them (at least Sarah) on the veracity of the alerts the device gives?


�Who?


�There’s as much anti-IBM as pro-IBM religion out there.  I tend to be pro.
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